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Newtypesofattacks:

Bynature,acomplexsystem ofconnecteddevicesopensmanynewattackvectors,evenifeach

deviceissecurewhenusedindependently.Sinceasystem’smostvulnerablepointdetermines

itsoverallsecuritylevel,acomprehensive,end-to-endapproachisrequiredtosecureit.Such

approachesaredifficulttodevelop,however,becausemosthackersconcentrateonbreachinga

specificelementwithinthetechnologystackbyusingonemethodology.Bycontrast,system

operatorsorintegratorsmustprovideend-to-endprotectionagainstallpossibleattackvectors,

dividingtheirattentionandresourcesacrossthesystem.

Itisnotyetclearwhowilltaketheleadindevelopingend-to-endsecuritysolutionsfortheIoT.

ComponentsuppliersandOEMsarenotwellpositionedtoaccomplishthistask,sincetheIoT

includessuchabroadnetworkofdevicesofdifferentprovenance.Integratorsarebetter

positionedtoprovidesolutions,buttheyoftenlackthenecessarycapabilities.
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Challenge2:Standardsareabsentorimmature

TheIoTlackswell-establishedoverarchingstandardsthatdescribehowthedifferentpartsof

thetechnologystackshouldinteract.Instead,largeplayersandindustryorganizationsusetheir

ownsolutions.Somesegments,suchasindustrials,stillrelyonasmallsetofproprietary,

incompatibletechnologystandardsissuedbythemajorplayers,astheyhavedoneformany

years.Inothersegments,suchasautomotiveorsmartbuildings,standardsarerudimentary.

ThislackofstandardsmayslowIoTadoptionordiscouragedevicemanufacturersandothers

from developingnewtechnologicalsolutions,sincetheydonotknowwhethertheirinnovations

willmeettheguidelinesthateventuallybecomedominant.Inaddition,IoTplayerswillhave

difficultydevelopingend-to-endsecuritysolutionswithoutcommonstandards.

Challenge3:CustomersandendusersviewIoTsecurityasacommodity

Ourresearchconfirmedthatcustomersandproducersconsidersecurityessential,buttheyalso

viewitasacommodity—abasicfeaturethatdoesnotmerithigherprices.Thiscreatesa

fundamentaldisconnectbetweenthedesireforsecurityandthewillingnesstopayforit.Inour

survey,31percentofsemiconductorleadersclaimedthattheirmanufacturingcustomerswant

totrytoavoidallsecuritybreachesatanycost;anadditional38percentbelievedthattheir

customerswantsecuritysolutionsthateliminateatleast98percentofpotentialrisks(Exhibit2).

Only15percentofrespondentsbelievedthattheircustomerswouldbewillingtopayapremium

higherthan20percentforthenexttierofenhancedchipsecurity.Morethan40percent

indicatedthattheircustomerseitherareunwillingtopayanypremium orexpectsecuritycosts

todecline.

Challenge4:Semiconductorcompaniesstruggletoprofitfrom security

India:Intel:plantopenwhy>>..atMOSPHERE:..POLLUTION….MEH

Semiconductorcompanieswhomanufacturersemiconductordevices.



Intel:processor:

Withendcustomersanddevicemanufacturersunwillingtopayforsignificantsecurity

measures,semiconductorcompaniesareinabind.Inoursurvey,38percentofsemiconductor

executivessaidthatitishighlydifficulttomakemoneybyofferingsecuritysolutions,and40

percentsaiditisdifficult.Theirtroublesmaylargelystem from thelong-standing,widespread

perceptionthatsoftwareprovidershavegreatersecurityexpertise.Forthosesemiconductor

companiesthatchoosetocreatesecuritysoftware,orthatareforcedinthatdirection,the

potentialprofitsmaynotbecommensuratewiththeeffortrequired.Afterall,many

semiconductorplayershavesteppeduptheirsoftwareventuresinrecentyears,butmosthave

beendisappointedwiththeirreturns.

Topic2..CommonIoTsecuritymeasuresinclude:

 Incorporatingsecurityatthedesignphase. IoTdevelopersshould

includesecurityatthestartofanyconsumer-,enterprise-orindustrial-

baseddevicedevelopment.Enablingsecuritybydefaultiscritical,aswell

asprovidingthemostrecentoperatingsystemsandusingsecure

hardware.

 Hardcodedcredentialsshouldneverbepartofthedesignprocess.An

additionalmeasuredeveloperscantakeistorequirecredentialsbe

updatedbyauserbeforethedevicefunctions.Ifadevicecomeswith

defaultcredentials,usersshouldupdatethem usingastrongpassword

or multifactorauthentication or biometrics wherepossible.

 PKIanddigitalcertificates. Publickeyinfrastructure(PKI)and 509

digitalcertificates playcriticalrolesinthedevelopmentofsecureIoT

devices,providingthetrustandcontrolneededtodistributeandidentify

publicencryptionkeys,securedataexchangesovernetworksandverify

identity.

 APIsecurity. Applicationperformanceindicator(API)securityis



essentialtoprotecttheintegrityofdatabeingsentfrom IoTdevicesto

back-endsystemsandensureonlyauthorizeddevices,developersand

appscommunicatewithAPIs.

 Identitymanagement. Providingeachdevicewithauniqueidentifieris

criticaltounderstandingwhatthedeviceis,howitbehaves,theother

devicesitinteractswithandthepropersecuritymeasuresthatshouldbe

takenforthatdevice.

 Hardwaresecurity. Endpointhardeningincludesmakingdevicestamper

-proofortamper-evident.Thisisespeciallyimportantwhendeviceswillbe

usedinharshenvironmentsorwheretheywillnotbemonitoredphysically.

 Strongencryptioniscriticaltosecuringcommunicationbetween

devices.Dataatrestandintransitshouldbesecuredusingcryptographic

algorithms.Thisincludestheuseofkeylifecyclemanagement.

 Networksecurity. ProtectinganIoTnetworkincludesensuringport

security,disablingportforwardingandneveropeningportswhennot

needed;usingantimalware,firewallsandintrusiondetection

system/intrusionpreventionsystem;blockingunauthorizedIPaddresses;

andensuringsystemsarepatchedanduptodate.

 Networkaccesscontrol. NAC canhelpidentifyandinventoryIoT

devicesconnectingtoanetwork.Thiswillprovideabaselinefortracking

andmonitoringdevices.

 IoTdevicesthatneedtoconnectdirectlytotheinternetshouldbe

segmentedintotheirownnetworksandhaveaccesstoenterprisenetwork

restricted.Networksegmentsshouldbemonitoringforanomalousactivity,

whereactioncanbetaken,shouldanissuebedetected.

 Securitygateways. ActingasanintermediarybetweenIoTdevicesand

thenetwork,securitygatewayshavemoreprocessingpower,memoryand

capabilitiesthantheIoTdevicesthemselves,whichprovidesthem the

abilitytoimplementfeaturessuchasfirewallstoensurehackerscannot



accesstheIoTdevicestheyconnect.

 Patchmanagement/continuoussoftwareupdates. Providingmeansof

updatingdevicesandsoftwareeitherovernetworkconnectionsorthrough

automationiscritical.Havingacoordinateddisclosureofvulnerabilitiesis

alsoimportanttoupdatingdevicesassoonaspossible.Considerend-of-

lifestrategiesaswell.

 IoTandoperationalsystem securityarenewtomanyexistingsecurity

teams.Itiscriticaltokeepsecuritystaffuptodatewithneworunknown

systems,learnnewarchitecturesandprogramminglanguagesandbe

readyfornewsecuritychallenges.C-levelandcybersecurityteamsshould

receiveregulartrainingtokeepupwithmodernthreatsandsecurity

measures.

 Integratingteams. Alongwithtraining,integratingdisparateand

regularlysiloedteamscanbeuseful.Forexample,havingprograming

developersworkwithsecurityspecialistscanhelpensuretheproper

controlsareaddedtodevicesduringthedevelopmentphase.

 Consumereducation. Consumersmustbemadeawareofthedangers

ofIoTsystemsandprovidedstepstheycantaketostaysecure,suchas

updatingdefaultcredentialsandapplyingsoftwareupdates.Consumers

canalsoplayaroleinrequiringdevicemanufacturerstocreatesecure

devices,andrefusingtousethosethatdon'tmeethighsecuritystandards.

WithanyIoTdeployment,itiscriticaltoweighthecostofsecurityagainstthe

riskspriortoimplementation.



Topic3………

IoTsecurityandprivacyconcerns

AlthoughIoTisrapidlygrowing,itstillfacessecurityandprivacyissues:

SecurityRisks

IoTdevicesareconnectedtoyourdesktoporlaptop.Lackofsecurityincreasestheriskofyour

personalinformationleakingwhilethedataiscollectedandtransmittedtotheIoTdevice.

IoTdevicesareconnectedwithaconsumernetwork.Thisnetworkisalsoconnectedwithother

systems.SoiftheIoTdevicecontainsanysecurityvulnerabilities,itcanbeharmfultothe

consumer’snetwork.Thisvulnerabilitycanattackothersystemsanddamagethem.

Sometimesunauthorizedpeoplemightexploitthesecurityvulnerabilitiestocreaterisksto

physicalsafety.

PrivacyRisks

InIoT,devicesareinterconnectedwithvarioushardwareandsoftware,sothereareobvious

chancesofsensitiveinformationleakingthroughunauthorizedmanipulation.

Allthedevicesaretransmittingtheuser’spersonalinformationsuchasname,address,dateof

birth,healthcardinformation,creditcarddetailandmuchmorewithoutencryption.

ThoughtherearesecurityandprivacyconcernswithIoT,itaddsvaluestoourlivesbyallowing

ustomanageourdailyroutinetasksremotelyandautomatically,andmoreimportantly,itisa

game-changerforindustries.

IoTapplicationsacrossindustries

VariouscompaniesnowhelpbusinessesuseIoTtosolvelong-standing,industry-specific

challenges.TheydevelopIoTsolutionsthatconnectthings,collectdataandderiveinsightswith

openandscalablesolutionsthatreducecosts,improveproductivityandincreaserevenue.Let’s

seetheindustrycategories,thatareusingIoTsolutionsinthefigurebelow:



HowtosecureyourdataonIoTdevices
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#1UnderstandtheAdvantagesofConnectingtothe
Internet
Don’tconnectyoursmartdevicetotheinternetjustbecauseithasthecapability.Firstyoushouldcheck
whatfeaturesareavailableinyourdevicewithoutconnectingittotheinternet.Youmightdiscoverthat
yoursmartdevicehasgoodfeatureswhichareavailablewithoutinternetconnection.Inthatscenario,itis
bettertousethedeviceoffline.Thisisagoodwayofprotectingyoursecuritywithouthavingtospend
anything. 

#2UseSecondaryNetwork
Mostofthetime,yourWIFIrouteriscapableofcreatingmultiplenetworkswhich

helpsyoutocreaterestrictedaccessforyourfamilyandyourguests.Youshouldalsothinkofcreatingan
extranetworkjustforyourinternetofthingsdevices.Thiswillhelpyoutocurbunauthorisedaccessto
yoursensitivedatawhenyouareaccessingyourconnectionthroughyoursmartdevices.Havinga
separateconnectiontoactlikeabufferwillhelptoensurethatnooutsideentityisallowedtoaccessyour
sharedfilesandotherkindsofencrypteddata.

#3KeepChangingyourPasswords
ItisimportantthatyoukeepchangingyourpasswordsonyourPC’s,individualaccountsandmobile
devices.Youmustbeknowingthis.Whatyoushouldalsorememberisthatitisequallyimportantto
changethepasswordsyouuseonyourinternetofthingsdevices.Youshouldbediligentwiththese
passwordsandensurethateachdevicehasauniquepassword.Youcanuseapasswordmanagerto
rememberyourpasswordsorevenusethetraditionalmethodofpenandpaper.Rememberthatevery
passwordmustbechangedtwiceeveryyear.

Advertisement

#4Don’tEnableUniversalPlug&PlayFeatures



Nearlyallsmartdeviceshaveafeature,calledasUPnP.Withthisfeature,differentdevicescanfindone
anotherandconnecttoeachother.Thisfeaturesmakesthedevicesmoreconvenientbecauseyoudon’t
needtoconfigureeachofthesedevicesseparately.Whatyouneedtobeaware,howeveristhatUPnP
protocolsmakeuseoflocalnetworksforconnectingandarethusvulnerabletooutsideaccess.Incase
thereisanattack,outsideentitiesmightbeabletogainaccesstomultipledevicessimultaneously.
Hence,itisagoodpracticetoturnofftheUPnPfeatureoneverydevice.

#5UpdateyoureveryDevice
Youshouldenableautomaticupdates,ifitisavailableandinitsabsence,checkregularlyforfirmware
updates.Thisisnecessaryasthisisthewaynewsecuritypatchesareinstalledonyourdevices.As
hackersandotherintrudersareconsistentlycomingupwithnewwaystohackIoTdevices,technology
manufacturersareinvolvedintheconstantefforttocounteractsuchthreatswithsecuritymeasures.
Thus,makingsurethatallyourdevicesareupdatedwillhelptostrengthenthesecurityinyourhouseasa
whole.

#6 ReduceyouruseofCloudTechnology
Asyoumightknow,mostIoTprovidersprovidefreecloudstoragewiththeirdevices.Thereasonforthis
isthatitisconsideredasemergingtechnology.However,therearesomepotentialdrawbackswiththis
technology.Thefirstoneisthatyouneedanactiveconnectionifyouwanttoaccessthedatathatyou
storeinthecloud;thatinformationcannotbeaccessedwithoutaconnection.Secondly,outsidersmight
beabletohackintoyourconnectionasyouareaccessingyouraccount.So,beforeyoustartusingthe
cloud,makesurethatyouarefamiliarwiththewaystosecureyourdataandthoroughlyunderstandthe
privacymeasures.

#7BeCarefulofWhereyouTakeyourWearablesELE
WearabledevicesuseWIFIconnectivitytocollectandstorepersonaldata,sothatitcanlaterprovideyou
withanaccurateanalytics.Hence,whenyoutakeyourwearabledevicetoapublicplace,asitconnects
withthepublicWIFI,yourdatabecomesinstantlyaccessibletowhoeverisconnectingtothesame
network.So,itisasafebettoavoidtakingyouwearableswhichhasasharednetwork.Incaseyoudo
takeit,ensurethatyoudisablethedevicewhenyouarenotusingit.

#8AvoidusingDevicesthatareRisky
TherearesomeIoTdevicesthatneedstobeconstantlyconnectedtotheinternettooperateeffectively.
Therearealsosomethatdoesnotbringasmuchefficiencytoyourlifeasyouhadthoughtof.Itis,
thereforeagoodpracticetoevaluatetheusefulnessofyourdevicesfrom timetotime.Ifyoufeelthat
theydon’taddanythingtoyourlifeoriftheyseem risky,betterdiscardthem.Additionally,ifthereisa
singledevicethatcanreplaceseveralothers,investinthatdevice.Thisisbecausethesmallernumberof
devicesthatyouuse,thelessistheriskfactor.

WhatIsArtificialIntelligence(AI)?
Artificialintelligence (AI)referstothesimulationofhumanintelligenceinmachinesthatare

programmedtothinklikehumansandmimictheiractions.Theterm mayalsobeapplied
toanymachinethatexhibitstraitsassociatedwithahumanmindsuchaslearningandproblem-
solving.

Theidealcharacteristicofartificialintelligenceisitsabilitytorationalizeandtakeactionsthat
havethebestchanceofachievingaspecificgoal.



UnderstandingArtificialIntelligence
Whenmostpeopleheartheterm artificialintelligence,thefirstthingtheyusuallythinkofis
robots.That'sbecausebig-budgetfilmsandnovelsweavestoriesabouthuman-likemachines
thatwreakhavoconEarth.Butnothingcouldbefurtherfrom thetruth.

Artificialintelligenceisbasedontheprinciplethathumanintelligencecanbedefinedinaway
thatamachinecaneasilymimicitandexecutetasks,from themostsimpletothosethatare
evenmorecomplex.Thegoalsofartificialintelligenceincludelearning,reasoning,and
perception.

Astechnologyadvances,previousbenchmarksthatdefinedartificialintelligencebecome
outdated.Forexample,machinesthatcalculatebasicfunctionsorrecognizetextthrough
optimalcharacterrecognitionarenolongerconsideredtoembodyartificialintelligence,since
thisfunctionisnowtakenforgrantedasaninherentcomputerfunction.

AIiscontinuouslyevolvingtobenefitmanydifferentindustries.Machinesarewiredusinga

cross-disciplinaryapproachbasedinmathematics,computerscience,linguistics,

psychology, andmore.

ApplicationsofArtificialIntelligence
Theapplicationsforartificialintelligenceareendless.Thetechnologycanbeappliedtomanydifferent
sectorsandindustries.AIisbeingtestedandusedinthehealthcareindustryfordosingdrugsand
differenttreatmentinpatients,andforsurgicalproceduresintheoperatingroom.

Otherexamplesofmachineswithartificialintelligenceincludecomputersthatplaychessand self-
drivingcars.Eachofthesemachinesmustweightheconsequencesofanyactiontheytake,as
eachactionwillimpacttheendresult.Inchess,theendresultiswinningthegame.Forself-drivingcars,
thecomputersystem mustaccountforallexternaldataandcomputeittoactinawaythatpreventsa
collision.

Artificialintelligencealsohasapplicationsinthefinancialindustry,whereitisusedtodetectandflag
activityinbankingandfinancesuchasunusualdebitcardusageandlargeaccountdeposits—allofwhich
helpabank'sfrauddepartment.ApplicationsforAIarealsobeingusedtohelpstreamlineandmake
tradingeasier.Thisisdonebymakingsupply,demand,andpricingofsecuritieseasiertoestimate.

CategorizationofArtificialIntelligence
Artificialintelligencecanbedividedintotwodifferentcategories:weakandstrong. Weak
artificialintelligence embodiesasystem designedtocarryoutoneparticularjob.WeakAI
systemsincludevideogamessuchasthechessexamplefrom aboveandpersonalassistants
suchasAmazon'sAlexaandApple'sSiri.Youasktheassistantaquestion,itanswersitforyou.

Strongartificialintelligence systemsaresystemsthatcarryonthetasksconsideredtobe
human-like.Thesetendtobemorecomplexandcomplicatedsystems.Theyareprogrammed
tohandlesituationsinwhichtheymayberequiredtoproblem solvewithouthavingaperson
intervene.Thesekindsofsystemscanbefoundinapplicationslikeself-drivingcarsorin
hospitaloperatingrooms.



ExampleofAI

importspeech_recognitionass

sr=s.Recognizer()

print("iam yourscriptandlisteningyou.............................")

withs.Microphone()asm:
audio=sr.listen(m)
query=sr.recognize_google(audio,language='eng-in')
print(query)

Machinelearning

Machinelearning isamethodofdataanalysisthatautomatesanalyticalmodel

building.Itisabranchofartificial intelligence basedontheideathatsystemscanlearnfrom data,

identifypatternsandmakedecisionswithminimalhumanintervention.

MachineLearning isthefieldofstudythatgivescomputersthecapabilitytolearnwithoutbeing

explicitlyprogrammed.MLisoneofthemostexcitingtechnologiesthatonewouldhaveever

comeacross.Asitisevidentfrom thename,itgivesthecomputerthatmakesitmoresimilarto

humans: Theabilitytolearn.Machinelearningisactivelybeingusedtoday,perhapsinmany

moreplacesthanonewouldexpect

Processmachinelearning

1. DataCollection: Collectthedatathatthealgorithm willlearnfrom.



2. DataPreparation: Formatandengineerthedataintotheoptimalformat,

extractingimportantfeaturesandperformingdimensionalityreduction.

3. Training: Alsoknownasthefittingstage,thisiswheretheMachine

Learningalgorithm actuallylearnsbyshowingitthedatathathasbeen

collectedandprepared.

4. Evaluation: Testthemodeltoseehowwellitperforms.

5. Tuning: Finetunethemodeltomaximiseit’sperformance.


